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Background and Company Performance 

Industry Challenges 

Amidst a seemingly constant barrage of record-breaking Distributed Denial-of-Service 

(DDoS) attacks, the DDoS mitigation market is growing rapidly. DDoS attacks cripple the 

ability of enterprises to conduct business online, thereby hindering new sales, sapping 

employee productivity, and deterring new customers and partners. DDoS risk is more 

severe than ever, and enterprises of all sizes are taking steps to prepare for the inevitable 

attack.  

Attackers are continually devising new methods with which they can generate attacks that 

are either more difficult to detect or more difficult to mitigate. The latest alarming trend is 

the exploitation of the “Internet of Things” (IoT) to create massive attacks. In 2016, the 

Mirai botnet generated a record-breaking attack as large as 1 Terabits per second (Tbps). 

Mirai accomplished this feat by scanning the Internet for vulnerable devices such as DVRs 

and IP cameras, and recruiting those devices into a massive botnet. The botnet then 

unleashed a torrent of attack traffic against the target’s Web assets and resources, while 

also scanning for other devices to infect. 

The Mirai and similar IoT botnets introduced new sophisticated attack vectors such as the 

DNS Water Torture attack that takes advantage of DNS recursive behavior to generate 

more powerful attacks. Nefarious bots like these are one of the fastest growing and 

changing threats in the security landscape. Radware recently discovered a new type of 

bot—the BrickerBot, which aims to “protect” already infected devices through Permanent 

Denial-of-Service (PDoS). 

Furthermore, attackers are increasingly using ransom denial-of-service (RDoS) attacks to 

extort money from their victims in exchange for peace. Often, the threat of disruption by a 

DDoS attack is enough to motivate enterprises to pay a ransom.  

Encrypted transactions are an important means of conducting e-commerce and secure 

online communication.  However, growth in Secure Socket Layer (SSL) traffic has also 

caused SSL to be used as an attack vector.  In Radware’s 2015-2016 Global Application & 

Network Security Report, 39% of respondents confirmed they have been targeted by SSL 

or encrypted vectors—a 10% increase compared to the previous year.  

First and foremost, DDoS customers require solutions that can detect and mitigate the 

most sophisticated and massive attacks. These solutions need to go beyond traditional 

rate-based protection and leverage behavioral-based algorithms to automatically detect 

zero-hour, encrypted and dynamic attacks.  However, customers require solutions that 

can provide this protection while also delivering value in other important ways.  

 



 

BEST PRACTICES RESEARCH 

© Frost & Sullivan 2017 4 “We Accelerate Growth” 

Vendors can differentiate their DDoS mitigation solutions by identifying and catering to 

customers’ value-related concerns. The result: vendors that focus on improving customer 

value will advance in the marketplace.   

Customer Impact and Business Impact 

In the case of DDoS mitigation, the risk has advanced to a sufficient degree that attackers 

now hold the upper hand. Attackers require relatively little resources to inflict massive and 

costly damages on online organizations. As a result, DDoS mitigation has become a 

“must-have” technology for online organizations. However, enterprise quality solutions are 

a steep investment, regardless of vendor. In terms of customer value, DDoS mitigation 

solutions must be measured across many factors beyond simple price-performance 

comparisons.  

Radware is a provider of networking and Internet security solutions, including Web 

application firewalls (WAF) and DDoS mitigation products and services. Radware has 

entrenched itself in the highly competitive DDoS mitigation market and is firmly positioned 

as the number two provider of DDoS mitigation products in terms of market share. 

Radware has achieved success primarily through a strong commitment to customer value. 

Radware’s focus on customer value is evident through multiple aspects of its competitive 

strategy.  

Total Protection  

First, Radware is aware of the complex nature of DDoS attacks and the unrelenting speed 

at which attackers develop new techniques. To fully protect customers, Radware has 

developed a range of products for securing customers’ networks, resources, and Web 

assets.  

For on-premises appliances, Radware DefensePro can be deployed inline or out-of-band, 

and offers WAF inspection and SSL protections in addition to DDoS mitigation. Radware 

offers five different series of appliances totaling 17 different options for customers, from 

small datacenter appliances to large enterprise and carrier options with up to 400 Gbps of 

attack mitigation capacity.  

Radware also offers its Cloud DDoS Protection Services, a purpose-built cloud architecture 

based on Radware DefensePro appliances. Radware Cloud DDoS Protection Services are 

particularly adept at mitigating massive volumetric attacks. Currently, the service offers 

2.6 Tbps of mitigation capacity worldwide.  

Of critical importance to customers challenged by the limitations of services-only or 

products-only solutions, Radware offers a hybrid deployment option. On-premises 

DefensePro appliances can signal the Radware Cloud DDoS Protection Service in real-time 

with data such as attack vectors, traffic profiles, and protection policies. As a result, 
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Radware Cloud DDoS Protection Services are capable of detecting, diverting, and 

mitigating volumetric attacks instantaneously.  

Radware Cloud DDoS Protection Services may be deployed either as hybrid cloud or as 

pure cloud-based DDoS protection services, and as an always-on or an on-demand 

service. The benefits: customers can achieve complete, consistent protection of all 

vulnerable assets, with a single-pane-of-glass management interface and a single 

emergency response process.  

Furthermore, Radware has partnered with industry leaders such as Cisco and Check Point 

to support the full range of possible customer use cases. Cisco is an OEM partner with 

Radware and offers DefensePro technologies as an optional add-on for ASA 5500-X with 

FirePOWER Services appliances. Cisco firewalls also interoperate with Radware Cloud 

DDoS Protection Services to mitigate large volumetric attacks.  

Radware also partners with Check Point, which offers the Radware DefensePro portfolio as 

the Check Point DDoS Protector. Both Cisco and Check Point can sell ancillary Radware 

manufactured solutions and services to their customers.  

Advanced Technologies  

Radware DefensePro appliances combine multiple detection technologies for rapid, 

accurate and more automated protection, such as real-time, automated signature 

generation and state-of-the art behavioral analysis. DefensePro is built to handle both the 

complexity and scale of the IoT botnet-based attacks we are seeing in the market today. 

The Radware Behavioral DDoS employs unique machine-learning algorithms to distinguish 

between legitimate traffic flows and attacks.  Radware recently introduced a new 

behavioral-based algorithm for DNS Flood attack protection that leverages a unique 

positive security model to be able to accurately detect and mitigate DNS recursive attacks 

(a.k.a. DNS Water Torture attack) in real-time. Using these technologies, DefensePro is 

able to mitigate a range of advanced attacks including dynamic IP DDoS attacks, burst 

attacks, DNS recursive attacks, and zero-day attacks.  

Radware has also developed new technologies to solve specific security challenges. For 

example, attackers are increasingly using SSL encrypted connections to sneak attack 

traffic past defenses. Radware offers two solutions to this challenge. Customers can load 

SSL keys onto Radware on-premises appliances. Alternatively, Radware can use a wild 

card certificate to inspect only the first packet and identify whether the contents are 

legitimate traffic or attack traffic.  

Flexible Solutions Meet Industry-Specific Needs 

Additionally, Radware offers flexible DDoS mitigation solutions, and integrated solutions 

tailored to meet the specific needs of a range of organizations, such as:  
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o Healthcare, education, energy, manufacturing, financial services and 

enterprise  

o Cloud services: managed security service providers (MSSPs), colocation, 

platform-as-a-service (PaaS), software-as-a-service (SaaS), infrastructure-

as-a-service (IaaS), and hosting providers 

o Carriers: infrastructure protection, DNS protection, CDN-service protection, 

and video and mobile protections  

Every online organization is at risk. However, different industries vary to a wide degree in 

terms of budgetary restraints, latency concerns, security requirements, and other 

considerations. As a result, these industry-specific solutions are of significant value to 

customers across all vertical industries.  

For example, many carriers will require DDoS mitigation solutions that are capable of 

mitigating threats for their own systems, but will also require the ability to offer protection 

services to their own customers, either as a value-adding feature or as a premium service.  

Added Value  

Radware leverages its full suite of security technologies to add valuable protections across 

its product portfolio. For example, DefensePro appliances can perform optional WAF 

inspections in addition to DDoS mitigation.  

Radware customers also have the flexibility to add Radware Cloud WAF to their Cloud 

DDoS Protection Services subscriptions. Radware Cloud WAF protects against OWASP Top 

10 Threats and zero-day Web attacks, includes built-in DDoS mitigation (of attacks up to 1 

Gbps), and offers optional CDN services.  

Conclusion 

Radware offers a complete line of DDoS mitigation solutions, advanced technologies, and 

value-adding features to meet the full range of enterprise and service provider DDoS 

mitigation requirements. Radware also offers DDoS mitigation solutions tailored to meet 

the specific needs that are most pressing in various industries. Moreover, Radware 

continues to identify new and emerging attack trends in order to provide the highest 

levels of protection against increasingly sophisticated and dedicated DDoS threat actors.  

With its strong overall performance, Radware has earned Frost & Sullivan’s 2017 

Customer Value Leadership Award in the Global DDoS Mitigation Market. 
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Significance of Customer Value Leadership  

Ultimately, growth in any organization depends upon customers purchasing from a 

company and then making the decision to return time and again. Delighting customers is, 

therefore, the cornerstone of any successful growth strategy. To achieve these dual goals 

(growth and customer delight), an organization must be best-in-class in three key areas: 

understanding demand, nurturing the brand, and differentiating from the competition.  

 

Understanding Customer Value Leadership 

Customer Value Leadership is defined and measured by two macro-level categories: 

Customer Impact and Business Impact. These two sides work together to make customers 

feel valued and confident in their products’ quality and long shelf life. This dual 

satisfaction translates into repeat purchases and a high lifetime of customer value.  
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Key Benchmarking Criteria 

For the Customer Value Leadership Award, Frost & Sullivan analysts independently 

evaluated two key factors—Customer Impact and Business Impact—according to the 

criteria identified below.  

Customer Impact 

 Criterion 1: Price/Performance Value 

 Criterion 2: Customer Purchase Experience 

 Criterion 3: Customer Ownership Experience 

 Criterion 4: Customer Service Experience 

Criterion 5: Brand Equity 

Business Impact 

 Criterion 1: Financial Performance 

 Criterion 2: Customer Acquisition 

 Criterion 3: Operational Efficiency 

 Criterion 4: Growth Potential 

 Criterion 5: Human Capital 

Best Practices Award Analysis for Radware  

Decision Support Scorecard 

To support its evaluation of best practices across multiple business performance 

categories, Frost & Sullivan employs a customized Decision Support Scorecard. This tool 

allows our research and consulting teams to objectively analyze performance, according to 

the key benchmarking criteria listed in the previous section, and to assign ratings on that 

basis. The tool follows a 10-point scale that allows for nuances in performance evaluation. 

Ratings guidelines are illustrated below. 

RATINGS GUIDELINES 

 

The Decision Support Scorecard is organized by Customer Impact and Business Impact 

(i.e., These are the overarching categories for all 10 benchmarking criteria; the definitions 

for each criterion are provided beneath the scorecard.). The research team confirms the 

veracity of this weighted scorecard through sensitivity analysis, which confirms that small 

changes to the ratings for a specific criterion do not lead to a significant change in the 

overall relative rankings of the companies. 
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The results of this analysis are shown below. To remain unbiased and to protect the 

interests of all organizations reviewed, we have chosen to refer to the other key 

participants as Competitor 2 and Competitor 3. 

Measurement of 1–10 (1 = poor; 10 = excellent)  

Customer Value Leadership 

Customer 

Impact 

Business 

Impact 
Average 
Rating 

    

Radware  10.0 9.0 9.5 

Competitor 2 9.0 9.0 9.0 

Competitor 3 9.0 8.0 8.5 

Customer Impact  

Criterion 1: Price/Performance Value  

Requirement: Products or services offer the best value for the price, compared to similar 

offerings in the market. 

Criterion 2: Customer Purchase Experience  

Requirement: Customers feel they are buying the most optimal solution that addresses 

both their unique needs and their unique constraints.  

Criterion 3: Customer Ownership Experience 

Requirement: Customers are proud to own the company’s product or service and have a 

positive experience throughout the life of the product or service. 

Criterion 4: Customer Service Experience 

Requirement: Customer service is accessible, fast, stress-free, and of high quality. 

Criterion 5: Brand Equity 

Requirement: Customers have a positive view of the brand and exhibit high brand loyalty. 

Business Impact  

Criterion 1: Financial Performance 

Requirement: Overall financial performance is strong in terms of revenues, revenue 

growth, operating margin, and other key financial metrics. 

Criterion 2: Customer Acquisition 

Requirement: Customer-facing processes support the efficient and consistent acquisition 

of new customers, even as it enhances retention of current customers.  

Criterion 3: Operational Efficiency 

Requirement: Staff is able to perform assigned tasks productively, quickly, and to a high 

quality standard. 

Criterion 4: Growth Potential 
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Requirements: Customer focus strengthens brand, reinforces customer loyalty, and 

enhances growth potential. 

Criterion 5: Human Capital  

Requirement: Company culture is characterized by a strong commitment to quality and 

customers, which in turn enhances employee morale and retention. 

Decision Support Matrix 

Once all companies have been evaluated according to the Decision Support Scorecard, 

analysts then position the candidates on the matrix shown below, enabling them to 

visualize which companies are truly breakthrough and which ones are not yet operating at 

best-in-class levels. 

 

  
High 

Low 

Low High 
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Customer Impact  

Award 
Recipient 

Competitor 2 

Competitor 3 
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Best Practices Recognition: 10 Steps to Researching, 

Identifying, and Recognizing Best Practices  

Frost & Sullivan analysts follow a 10-step process to evaluate Award candidates and 

assess their fit with select best practice criteria. The reputation and integrity of the 

Awards are based on close adherence to this process. 

STEP OBJECTIVE KEY ACTIVITIES OUTPUT 

1 
Monitor, 
target, and 
screen 

Identify Award recipient 
candidates from around the 
globe 

 Conduct in-depth industry 
research 

 Identify emerging sectors 

 Scan multiple geographies 

Pipeline of candidates who 
potentially meet all best-
practice criteria 

2 
Perform  
360-degree 
research 

Perform comprehensive, 
360-degree research on all 
candidates in the pipeline 

 Interview thought leaders 
and industry practitioners  

 Assess candidates’ fit with 
best-practice criteria 

 Rank all candidates 

Matrix positioning of all 
candidates’ performance 
relative to one another  

3 

Invite 
thought 
leadership in 
best 
practices 

Perform in-depth 
examination of all candidates 

 Confirm best-practice criteria 
 Examine eligibility of all 

candidates 
 Identify any information gaps  

Detailed profiles of all 
ranked candidates 

4 

Initiate 
research 
director 
review 

Conduct an unbiased 
evaluation of all candidate 
profiles 

 Brainstorm ranking options 
 Invite multiple perspectives 

on candidates’ performance 
 Update candidate profiles  

Final prioritization of all 
eligible candidates and 
companion best-practice 
positioning paper 

5 

Assemble 
panel of 
industry 
experts 

Present findings to an expert 
panel of industry thought 
leaders 

 Share findings 
 Strengthen cases for 

candidate eligibility 
 Prioritize candidates 

Refined list of prioritized 
Award candidates 

6 

Conduct 
global 
industry 
review 

Build consensus on Award 
candidates’ eligibility 

 Hold global team meeting to 
review all candidates 

 Pressure-test fit with criteria 
 Confirm inclusion of all 

eligible candidates 

Final list of eligible Award 
candidates, representing 
success stories worldwide 

7 
Perform 
quality check 

Develop official Award 
consideration materials  

 Perform final performance 
benchmarking activities 

 Write nominations 
 Perform quality review 

High-quality, accurate, and 
creative presentation of 
nominees’ successes 

8 

Reconnect 
with panel of 
industry 
experts 

Finalize the selection of the 
best-practice Award recipient 

 Review analysis with panel 
 Build consensus 
 Select recipient 

Decision on which company 
performs best against all 
best-practice criteria 

9 
Communicate 
recognition 

Inform Award recipient of 
Award recognition  

 Present Award to the CEO 
 Inspire the organization for 

continued success 
 Celebrate the recipient’s 

performance 

Announcement of Award 
and plan for how recipient 
can use the Award to 
enhance the brand 

10 
Take 
strategic 
action 

Upon licensing, company is 
able to share Award news 
with stakeholders and 
customers 

 Coordinate media outreach 
 Design a marketing plan 
 Assess Award’s role in future 

strategic planning 

Widespread awareness of 
recipient’s Award status 
among investors, media 
personnel, and employees  



 

BEST PRACTICES RESEARCH 

© Frost & Sullivan 2017 12 “We Accelerate Growth” 

The Intersection between 360-Degree Research and Best 

Practices Awards 

Research Methodology  

Frost & Sullivan’s 360-degree research 

methodology represents the analytical 

rigor of our research process. It offers a 

360-degree-view of industry challenges, 

trends, and issues by integrating all 7 of 

Frost & Sullivan's research methodologies. 

Too often companies make important 

growth decisions based on a narrow 

understanding of their environment, 

leading to errors of both omission and 

commission. Successful growth strategies 

are founded on a thorough understanding 

of market, technical, economic, financial, 

customer, best practices, and 

demographic analyses. The integration of 

these research disciplines into the 360-

degree research methodology provides an 

evaluation platform for benchmarking 

industry participants and for identifying those performing at best-in-class levels. 

About Frost & Sullivan  

Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth 

and achieve best-in-class positions in growth, innovation and leadership. The company's 

Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined 

research and best practice models to drive the generation, evaluation and implementation 

of powerful growth strategies. Frost & Sullivan leverages more than 50 years of 

experience in partnering with Global 1000 companies, emerging businesses, and the 

investment community from 45 offices on six continents. To join our Growth Partnership, 

please visit http://www.frost.com. 

360-DEGREE RESEARCH: SEEING ORDER IN 

THE CHAOS 

 

http://www.frost.com/



