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Cybersecurity is often an afterthought. Executives are quick to focus on the endgame benefits of customer- 
centric strategies, digital transformation, mobility, IoT and cloud computing, yet cybersecurity often falls 
by the wayside compared to these strategic initiatives. In fact, many executives view cybersecurity strictly 
as a cost center. 

This cost-savings, bolt-on approach to implementing cybersecurity might yield short-term financial savings 
that leave the finance department feeling good. But it also leaves organizations in a “pay me now, pay me 
later” scenario that runs the risk of significant financial loss and damage to customer satisfaction and market 
reputation in the long run. Resulting breaches devalue and compromise any digital transformation and/or 
customer-facing programs, resulting in lost time, money and, most importantly, customer faith.

In an increasingly insecure world where security and availability are the cornerstones of the digital consumer, 
organizations must reevaluate how they balance the investment versus risk equation and alter how and when 
they implement cybersecurity. 

THE TRUE COST OF A CYBERATTACK/DATA BREACH
To understand just how detrimental this approach can be to the long-term health of an organization requires a 
grasp of the true cost of a cyberattack and any resulting data breaches. Sadly, these types of statistics are often 
poorly understood by organizations. According to Radware, 80 percent of organizations don’t calculate the cost 
of cyberattacks.1 You can’t manage what you don’t measure.

Ultimately, cyberattacks are far more expensive than organizations realize. Not only in monetary costs but 
also by damage incurred to brand reputation, operational expenses and, most importantly, the impact on the 
customer experience.

As a starting point, cyberattacks cost, on average, more than 1 million USD/EUR, according to 40 percent of 
global executives.2 This figure represents the actual operational costs associated with “cleaning up” an attack. 
Five percent of executives estimate this cost to be more than 25 million USD/EUR. But these figures only 
represent the tip of the iceberg.
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The larger, more damaging effect is the impact on customer loyalty and trust, brand damage and a wide array of 
other “hidden costs.” According to executives, the top three impacts from a cyberattack are:

Figure 1: Statistics from C-Suite Perspectives: Trends in the Cyberattack Landscape, Security Threats and Business Impacts

Specifically, there is a high price for not securing the customer experience. In today’s digitally driven world where 
consumers own the relationship, the foundation of the customer experience is a mix of security and availability. 
When an organization’s customers have their data compromised, the price is steep. Customer attrition rates can 
increase by as much as 30 percent following a cyberattack.3 Moreover, organizations that lose over four percent 
of their customers following a data breach suffer an average total cost of $5.1 million.

In addition to these direct impacts, there are “hidden” costs associated with a data breach as well, including 
increased insurance premiums, a lower credit rating, devaluation of trade name and loss of intellectual property.

Lastly, there are legal fees as well because today’s customers are willing to retaliate. Forty-one percent of 
executives report that customers have taken legal action against their companies following a data breach.4 
Target, among many name brands such as Panera Bread, Sears and Saks, is just one well-publicized example  
of both the legal and customer loyalty impact that cyberattacks have had on name brands.5

FLIP THE PARADIGM
What if organizations could flip the paradigm? What if organizations could create a secure environment for their 
customers and, in the process, use security as a competitive differentiator?

That opportunity now exists because 21st-century digital consumers are asking if they are conducting business 
with organizations that are proactive about safeguarding their information and how they will fix it if a breach 
does occur. For example, consumers are now more concerned about having their personal data stolen than their 
physical possessions such as wallets, automobiles and house keys.6 High-profile attacks in recent years (and the 
resulting fallout) mean that cybersecurity and data protection is no longer a topic just for network analysts and IT 
professionals. It has transitioned from the back pages of tech publications to mainstream conversation.

The impact on businesses is twofold. Whereas companies were once reticent to speak publicly about cybersecurity 
because it could cause consumers to question their business’s fragility, they must now embrace and communicate 
their ability to safeguard customer data. Forward-thinking organizations must use security and due diligence as 
competitive differentiators to build trust and loyalty with customers in the face of an increasingly insecure world.

3 https://www.journalofaccountancy.com/news/2016/jul/hidden-costs-of-data-breach-201614870.html 
4 https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf  
5 https://www.nytimes.com/2017/05/23/business/target-security-breach-settlement.html 
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It is no longer about delivering a world-class experience. It is about delivering a SECURE, world-class experience. 
In today’s digitally driven, social media world where consumers own the relationship, security has to become the 
very fabric of the business.

So how are executives expected to accomplish this facing new security threats, tight budgets, a shortfall in 
cybersecurity professionals and the need to safeguard increasingly diversified infrastructures? The key is creating 
a secure climate for customers by embracing technology and change. Corporate networks are the linchpins of 
interactions with customers who expect responsive apps, fast performance and, above all, protection of their data.

To create this climate, research shows that executives must be willing to accept new technologies, be open-minded 
to new ideologies and embrace change.7 Executives committed to staying on top of this ever-evolving threat must 
break down the silos that exist in the organization to assess the dimensions of the risks across the enterprise and 
address these exposures holistically. Next is balancing the aforementioned investment versus risk equation. All 
executives will face tough choices when deciding where to invest resources to propel their companies forward. As 
the threat of cyberattacks becomes a question of when, not if, C-suite executives must leverage the aforementioned 
data points and carefully evaluate the risks associated with security vulnerabilities and the costs of implementing 
effective security solutions. As identified in the same report, four in 10 respondents identify increasing infrastructure 
complexity, digital transformation plans and integration of artificial intelligence as putting pressure on security 
planning and budget allocation.

Figure 2: Statistics from C-Suite Perspectives: Trends in the Cyberattack Landscape, Security Threats and Business Impacts
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Balancing Investment and Risk
Risk management calculations affect security 

investments. Four in 10 say these factors put 

pressure on security planning and budgets.

1 INCREASING INFRASTRUCTURE COMPLEXITY 

2 DIGITAL TRANSFORMATION 

3 INTEGRATION OF ARTIFICIAL INTELLIGENCE 

4 MIGRATION TO THE CLOUD

The stakes are high. Security threats can seriously impact a company’s brand reputation, resulting in customer 
loss, reduced operational productivity and lawsuits. C-suite executives recognize the multiple pressures on 
their organizations to integrate new network technologies, transform their businesses and defend against 
cyberattacks. Those executives who are willing to embrace technology and change and prioritize cybersecurity 
will be the ones to win the trust and loyalty of the 21st-century consumer.
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